James Burns 

1841 Brubaker Run Rd, Lancaster, PA 17603 

(717) 666-3806 (home)    (203) 606-3162 (cell)    jfburns@gmail.com 

Flexible, diligent, and personable professional with a variety of programming, network, and security experience for state agencies, hospitals, banks, educational institutions and corporations (including Fortune 500 companies) seeks position in IT, network, and security design and implementation. Extensive experience working effectively with people from different cultures.
EDUCATION
Yale Divinity School, Master of Arts in Religion, Concentration: Ethics, May 2005 

Ohio Wesleyan University, Bachelor of Arts in Religion, Minors: Music and Philosophy, May 1999 

PROFESSIONAL EXPERIENCE
INTEGRALIS, INC.








2005 – present
Senior Security Architect (2006-present): Sales support for opportunities ranging from small deployments to global networks. Analysis of complex security and networking problems including solution design presentation and implementation. Customer centered service based on business driven needs. Work with team members to create solutions to complex problems and verify technical correctness of solutions. Many vendor relation activities including joint sales calls, strategy discussion, and issue resolution negotiation. Design clarification and implementation of complex networking and security projects. 
Senior Security Engineer (2005–2006) : Support and management of security solutions for many clients including products such as Check Point, Cisco, Fortinet, and Juniper Firewalls / VPNs, Juniper SSL VPNs, ISS IDS/IDP, and Bluecoat and Websense Proxies. Daily customer contact by phone, email, and web portal. IDP and firewall log analysis and forensics. Firewall, VPN, and proxy problem resolution, involving in depth network, server and client troubleshooting. Analysis of security needs and suggestion of security products for clients. Problem tracking through Remedy and Touchpaper ticketing systems. Ad hoc development projects including ticket analysis tools using MySQL, Perl, and Excel. Mentor junior engineers providing guidance for specific problems as well as suggestions for problem solving methodology. Instructor for Check Point and Nokia training classes 
TARARI, INC. 









2003 - 2005 

(reassigned as part of spinoff company of Intel, Inc.—please note that Tarari, Intel, and IPivot were all essentially the same team)
Consultant (2003-2005): Design and assessment of algorithmic acceleration opportunities in security and IDS applications including Snort and OpenSSL. Extensive familiarity with Snort 2.0 internals with emphasis on pattern matching. Implementation of real-time performance assessment of network traffic processing in various applications. Interaction with members of engineering teams at several security vendors. Design and implementation of multifaceted test tools. 
Software Engineer (2002 – 2003): Design and implementation from the ground up of security appliance acceleration software including interaction with hardware acceleration agents. Work with security vendors in both design and implementation phases. Support visits to vendor sites in the United States and abroad for engineering assistance as well as sales engineering work. Participation in network and system design decisions for company network. Extensive familiarity with compression and encoding algorithms. IDS and AV design and implementation assessment. Extensive performance assessment work both in house and on site at various companies. Expansion of familiarity with network protocols and programs including HTTP, SSL, SMTP, MIME, UU, BASE64, ZIP, and GZIP. 

INTEL, INC.










1999-2002

(IPivot, Inc., acquired by Intel)

Network Software Engineer (2001-2002): Participation in design and implementation of SSL and HTTP acceleration products. In depth knowledge of many internet protocols including TCP, UDP, IP, NTP, SSL, PKI, and others. Security assessment of products and network. Network and system administration for research network for over 100 engineers. Customer support for network and servers. Management of Check Point firewall for independent research Internet connection. Management of Intel and Cisco switches and routers as well as physical network. Implementation of file sharing and backup plan involving NetApp filer and tape storage and rotation. Representative for engineering team for various products in customer support team meetings.  
Software Engineer (1999):  Continued work for IPivot as part of Intel, Inc. Security assessment of products. Kernel development and testing. In field upgrade design and implementation. Test application design and implementation. System test including fix implementation or assignment. Code repository management (Perforce). Product build system design and implementation. Made official builds of product, tracked down build problems in code in various languages. Network and server management. Firewall management for network. Firewall design for product. Participation in network security investigations. (Note: During 2000, was chosen to participate in a nationally and internationally recognized community building group, Up With People. Intel approved year sabbatical which was spent traveling across the United States/Mexico/Japan. Returned to Intel in a position with increased responsibility in 2001). 
IPIVOT, INC.








 
1998-1999

Intern: Implementation of network protocol test applications. Security assessment of products. Kernel debugging. Familiarity with IP, TCP, UDP, HTTP, and NAT. Extensive experience reading packet dumps. Work in UNIX environment and APIs. Beginning network and system administration.
LANGUAGES & OPERATING SYSTEMS
C, C++, Perl, Shell, Java, SQL and BSD, Linux, Windows, VMWare

PROTOCOLS AND TECHNOLOGIES
Ethernet, IP, TCP, UDP, NTP, SMTP, MIME, SSL, HTTP, NAT, VPN (SSL and IKE based), VRRP, DHCP, DNS, OSPF, BGP, 802.1x, 802.11a/b/g, WEP/WPA/WPA2, NAC/UAC
FAMILIAR WITH PRODUCTS FROM
Check Point, Juniper, Cisco, Fortinet, Blue Coat, Websense, ISS, Microsoft

CERTIFICATION
Juniper JNCIA-SSL, Fortinet FCNSP, Websense Certified Engineer
REFERENCES AVAILABLE UPON REQUEST

